
 

MessageLabs Intelligence:  October 2005 

Introduction 
Welcome to the October edition of the MessageLabs 
Intelligence monthly report.  This report provides the 
latest email threat trends for October 2005 to help in 
the ongoing fight against unwanted email from 
spammers and virus sources. 
 
Global Trends & Content Analysis   
MessageLabs Anti-Spam and Anti-Virus Services 
focus on identifying and averting unwanted emails 
originating from unknown bad sources (such as fresh 
proxies) and which are addressed to valid email 
recipients. 
 
Spam Protection:  In October, the global ratio of spam 
in email traffic from new and unknown bad sources, for 
which the recipient addresses were deemed valid, was 
68.0% (1 in 1.47), an increase of 0.4% on the previous 
month. 
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Global Patterns of Spam Interceptions 

 
 
Anti-Virus and Trojan Protection:  The global ratio of 
email-borne viruses in email traffic from new and 
previously unknown bad sources and destined for valid 
recipients, was 1 in 50.9 (2.0%), and increase of 0.1% 
since September. 
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Global Patterns of Virus Interceptions 

 
 
Phishing:  October shows a further increase in 
phishing attacks, perhaps not surprising in the run-up 
to Christmas when more people are expected to turn to 
the Internet to beat the crowds and pick-up a bargain. 
 
The introduction of chip-and-pin technology in the UK 
over the last year has reportedly reduced the number 
of cases of card fraud involving stolen and counterfeit 
bank cards.  However, as predicted, this has driven the 
criminals towards online fraud and the number of 
cases of card-not-present fraud has increased by 
almost one third, and is now the largest type of card 
fraud in the UK. 
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Global Patterns of Phishing Interceptions 
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Vertical Industry Breakdown 
By analysing the market distribution of email traffic 
where possible, MessageLabs compiles data that 
shows the impact and vulnerability rates of spam and 
viruses specific to major industry sectors.  The chart 
below reflects impacts and ratios for October 2005: 
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Vertical Breakdown of Viruses Intercepted 
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Geographical Breakdown 
By analysing the geographical dispersal of email traffic 
where possible, MessageLabs compiles data that 
shows the impact and vulnerability rates of spam and 
viruses specific to geographies.  The chart below 
reflects impact and ratios for October 2005: 
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Traffic Management (Protocol Level) 
Traffic Management continues to reduce the overall 
message volume through techniques operating at the 
protocol level.  Unwanted senders are identified and 
connections to the mail server are slowed down using 
features embedded in the TCP protocol.  Incoming 
volumes of known spam are significantly slowed, while 
ensuring legitimate email is expedited.  
 
Connection Management 
Connection Management is particularly effective in 
stopping directory harvest, brute force and email denial 
of service attacks where unwanted senders send high 
volumes of messages to force spam into an 
organisation or disrupt business communications. 
 
Connection Management works at the SMTP level 
using techniques that verify legitimate connections to 
the mail server, and is comprised of the following:   
 
SMTP Validation: identifies unwanted email originating 
from known spam and virus sending sources, where 
the source can unequivocally be identified as an open 
proxy or a botnet, and rejects the connection 
accordingly.  In October, on average, 14.0% of inbound 
messages were intercepted from botnets and other 
known malicious sources and rejected as a 
consequence, an increase of 5% on the previous 
month. 
 
User Validation: reduces the overall volume of emails 
for registered domains, by discarding connections for 
which the recipients are identified as invalid or non-
existent.  In October, on average, 7.7% of recipient 
addresses were identified as invalid; these were 
attempted directory attacks upon domains that were 
therefore prevented.  
 
The table below details the current impact of 
connection management techniques on unwanted 
email volume being measured by MessageLabs 
Intelligence. 
 

 Connection Management 

Region SMTP Validation 
(botnet sources) 

User  
Validation 
(directory attacks) 

USA 19.7% 9.8% 
UK 9.2% 3.6% 
Europe 9.2% 11.8% 
Asia Pacific 8.5% 2.2% 
Worldwide 9.0% 8.2% 

Effects of Connection Management Techniques 

 

MessageLabs is the world’s leading provider of email 
security and management services with more than 
12,000 clients.  
 
MessageLabs Intelligence is a respected source of 
data and analysis for email security issues, trends and 
statistics.  MessageLabs provides a range of 
information on global email security threats based on 
live data feeds from its control towers around the 
world.    
 
For further information on MessageLabs Intelligence, 
please visit www.messagelabs.com/intelligence and 
register to receive regular alerts and reports. 
 
 

3 
 

http://www.messagelabs.com/intelligence


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


